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ABSTRACT 
 

In the modern digital landscape, ensuring network security and identifying 

vulnerabilities is a critical challenge for organizations of all sizes. While powerful tools like 

Nmap exist for network auditing, their reliance on complex command-line interfaces (CLI) 

often presents a barrier for junior IT staff and small organizations. This project 

introduces "VulneraScan", a centralized, web-based application designed to simplify and 

automate the process of network security scanning and risk assessment. 

Developed using the Flask (Python) framework, VulneraScan bridges the gap between 

technical raw data and actionable security insights. The system integrates the Nmap engine 

via the python-nmap library to perform automated network discovery and service auditing. 

A core feature of the application is its intelligent logic layer, which categorizes detected ports 

and services into prioritized risk levels (High, Medium, and Low). To enhance usability, the 

platform features a real-time dashboard powered by Chart.js, providing visual 

representations of a network's security posture. Furthermore, the system includes a historical 

logging feature using an SQLite database, allowing administrators to track network changes 

and vulnerability trends over time. 

The results of this project provide a user-friendly, visual, and efficient alternative to 

traditional CLI tools. By automating network auditing and offering structured 

reporting, VulneraScan empowers IT teams to identify security gaps more quickly and 

respond to potential threats more effectively, ultimately improving the overall security 

infrastructure of the organization. 

Keywords: Network Security, Vulnerability Scanning, Flask, Nmap, Risk Assessment, 

Data Visualization, Cybersecurity Dashboard. 
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PROJECT OVERVIEW 

 

1.1 Introduction 

Small and Medium Enterprises (SMEs) frequently encounter difficulties in 

effectively monitoring and securing their network environments due to limited resources 

and expertise. Traditional command-line scanning tools, while powerful, require a level of 

technical proficiency that may be beyond the reach of junior IT staff or organizations 

without specialized security teams. The absence of centralized dashboards, historical 

tracking, and visual risk analysis in these tools further complicates the process of long-term 

monitoring and auditing. 

Consequently, SMEs are at an increased risk of undetected vulnerabilities, leading to 

potential security breaches and operational setbacks. The motivation behind this project is 

to develop a centralized, web-based platform, "VulneraScan", that simplifies network 

vulnerability assessment, enhances security visibility, and empowers SMEs to proactively 

manage their network security posture. 

1 
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1.2 Problem Description 

Many small to medium-sized organizations face significant challenges regarding 

network visibility. The primary issues identified include: 

• Complexity of Tools: Professional scanning tools often lack a graphical user 

interface (GUI), making them difficult for junior IT staff or non-technical 

administrators to operate effectively. 

• Data Interpretation: Raw scanning logs are often voluminous and difficult to 

interpret, leading to missed security gaps. 

• Lack of Historical Tracking: Standard command-line tools do not inherently store 

scan history, making it impossible to track changes in the network over time or 

perform trend analysis. 

• Delayed Response: Without a centralized platform and automated risk 

categorization, response times to potential threats are often delayed. 

1.3 Proposed Solution 

To address these challenges, we propose the development of VulneraScan. This 

solution is a centralized web platform that simplifies vulnerability detection through: 

• Automated Scanning: Integrating the Nmap engine directly into a web interface via 

Python. 

• Intelligent Risk Scoring: A logic layer that automatically categorizes detected open 

ports and services into risk levels (High, Medium, and Low). 

• Visual Dashboard: Utilizing modern visualization libraries (Chart.js) to provide a 

real-time overview of the network's security posture. 

• Persistent Storage: An integrated SQLite database to store scan history, enabling 

administrators to perform audits and track network changes over time. 

 



CHAPTER 1.     PROJECT OVERVIEW 

Page 3 

1.4 Objective of the project 

The primary objective of this project is to design and implement "VulneraScan," a 

Flask-based web application that integrates the Nmap scanning engine to automate 

network discovery and service auditing. The specific objectives include: 

1. Scanning Layer: Integrate the Nmap engine using the python-nmap library to 

perform automated network scans on specified targets, retrieving detailed 

information about open ports, running services, and host status. 

2. Logic and Risk Analysis Layer: Process and analyze scan results using a risk-

scoring mechanism, categorizing detected ports and services into predefined risk 

levels (High, Medium, Low) based on service type, port sensitivity, and potential 

exposure. 

3. Data Management Layer: Store all scan results in an SQLite database, enabling 

structured logging and historical tracking, which supports continuous monitoring 

and long-term security auditing. 

4. Visualization and Reporting Layer: Provide an interactive dashboard built with 

Bootstrap and Chart.js to display security posture metrics in graphical formats, and 

generate structured reports to support documentation and compliance needs. 
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1.5 Methodology 

The project follows a structured development approach divided into four functional 

layers: 

1. Scanning Layer: Using the python-nmap library to interact with the Nmap engine 

for active network reconnaissance. 

2. Logic Layer (Processing): Developing Python scripts to parse raw XML/JSON data 

from Nmap and apply a scoring system to evaluate the severity of open services. 

3. Visualization Layer: Building a responsive frontend using Bootstrap 5 and Chart.js 

to present complex security data in an easy-to-read format. 

4. Reporting & Storage Layer: Implementing an SQLite database with SQLAlchemy 

to manage scan records and generate structured reports for compliance and 

auditing. 

1.6 Conclusion 

VulneraScan aims to empower IT administrators by providing a powerful yet 

accessible tool for network security management. By moving away from complex manual 

commands and towards an automated, visual, and history-aware platform, organizations 

can significantly enhance their ability to detect vulnerabilities. This project not only 

simplifies the auditing process but also ensures that security data is transformed into 

actionable intelligence, ultimately strengthening the organization’s overall cybersecurity 

defense. 
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SYSTEM ANALYSIS 

2.1 Introduction 

In the contemporary digital landscape, small and medium-sized enterprises (SMEs) 

find themselves at an increasingly precarious intersection of technological advancement 

and cyber vulnerability. With the rapid digitization of business operations, SMEs have 

become attractive targets for cybercriminals who exploit their limited resources and often 

insufficient cybersecurity expertise. According to recent studies, more than 40% of 

cyberattacks are aimed at SMEs, highlighting a stark contrast between their critical role in 

the global economy and their inadequate preparedness against evolving cyber threats. 

This vulnerability is further compounded by a lack of comprehensive cybersecurity 

training, leading to a pervasive underestimation of potential risks within these 

organizations. 

Traditional network vulnerability assessment tools, such as Nmap, serve as 

powerful instruments for identifying and analyzing security weaknesses in network 

architectures. Nmap, known for its robust scanning capabilities, can detect live hosts, open 

ports, and various services running on these hosts. While these tools are invaluable in the 

hands of cybersecurity professionals, they often necessitate a certain level of proficiency 

with command-line interfaces and in-depth technical knowledge to interpret the complex 

output they generate. For non-expert users within SMEs—many of whom are tasked with 

wearing multiple hats in their roles—this steep learning curve can prove to be a significant 

barrier to effective cybersecurity implementation. 

To address the pressing need for accessible cybersecurity solutions, this chapter 

presents a comprehensive analysis of the VulneraScan project, which aims to democratize 

cyber defense by offering a user-friendly, Flask-based web application designed 

specifically for network security scanning. Flask, a micro web framework for Python, is 

2 
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lauded for its simplicity and flexibility, making it an ideal choice for developing 

applications that require rapid deployment and intuitive user interfaces. The VulneraScan 

application stands out as a pivotal resource for SMEs, fostering a proactive approach to 

cybersecurity that aligns with the operational realities of smaller organizations. 

VulneraScan operates on the principle of simplifying vulnerability assessments 

without sacrificing the depth of the technical analysis. By providing a centralized platform 

where users can easily initiate scans, review findings, and understand the implications of 

identified vulnerabilities, the application demystifies the previously arcane world of 

cybersecurity for SME employees. For example, the interface includes user-friendly 

dashboards that visualize scanning results in real-time, actionable insights tailored to the 

user’s comprehension level, and step-by-step remediation guidelines that empower users 

to address vulnerabilities proactively. 
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2.2 Requirements 

The requirements of the VulneraScan system are categorized into functional 

requirements, which define what the system does, and non-functional requirements, 

which define how the system performs its functions. 

2.3 Specification Requirements 

VulneraScan is specified to operate as a centralized web-based platform. The 

technical specifications include: 

• Backend: Python 3.x using the Flask framework. 

• Scanning Engine: Nmap (Network Mapper) integrated via the python-

nmap library. 

• Database: SQLite for local audit logging and historical tracking. 

• Frontend: HTML5, CSS3, Bootstrap 5 for responsiveness, and Chart.js for data 

visualization. 

• Environment: Compatibility with Windows 10/11 and Kali Linux for scanning 

local network targets. 

2.4 Functional Requirements 

VulneraScan aims to fulfill the following functional requirements: 

• Automated Network Scanning: Perform comprehensive scans of specified 

network targets to identify open ports, running services, and host statuses. 

• Risk Assessment and Classification: Analyze scan results to categorize detected 

vulnerabilities into predefined risk levels (High, Medium, Low) based on service 

type, port sensitivity, and potential exposure. 

• Data Storage and Historical Tracking: Store scan results in a structured database 

to facilitate historical tracking, comparison between scans, and continuous 

monitoring. 

• Interactive Visualization and Reporting: Provide a user-friendly dashboard with 

graphical representations of security metrics and generate structured reports for 

documentation and compliance purposes. 
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2.5 Non-Functional Requirements 

The non-functional requirements for VulneraScan include: 

• Usability: Design an intuitive web interface that simplifies complex security data, 

making it accessible to users without extensive technical backgrounds. 

• Scalability: Ensure the system can handle increasing numbers of network targets 

and scan data as SMEs expand their operations. 

• Security: Implement security best practices to protect the application from 

potential cyber threats, including secure coding practices and regular security 

audits. 

• Performance: Optimize the system for efficient processing and quick response 

times to enhance user experience. 

2.6 Use Case Diagram 

The Use Case Diagram for VulneraScan illustrates the system's core functionalities 

and how the primary actor interacts with them. 

• Primary Actor: IT Administrator / SME User, representing the individual 

responsible for monitoring the local network. 

• System Boundary: The VulneraScan System, which encapsulates all the 

application’s modules including scanning, logic, and data management. 

• Key Use Cases: 

1. Initiate Network Scan: Allows the user to input a target IP or range and 

trigger the Nmap engine. 

2. View Real-time Results: Displays the active ports and services discovered 

during the scan. 

3. View Visualization Dashboard: Presents graphical analytics 

(charts/graphs) related to the network’s risk posture. 

4. Manage & Compare Scan History: Enables the retrieval of previous 

records from the SQLite database to track changes over time. 

5. Generate Security Reports: Facilitates the export of scan summaries into 

structured formats for auditing purposes. 
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2.7 General Constraints 

The development and deployment of VulneraScan are subject to the following 

constraints: 

• Resource Limitations: Limited computational resources may affect the 

scalability and performance of the system. 

• Security Considerations: Ensuring the security of the application is paramount, 

requiring adherence to best practices and regular security assessments. 

• Compliance Requirements: The system must comply with relevant industry 

standards and regulations to ensure its applicability and acceptance in various 

organizational contexts. 

2.8 Product Requirements 

• Compatibility: Support for modern browsers including Google Chrome, Mozilla 

Firefox, and Microsoft Edge. 

Figure 1: Use Case Diagram 
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• Integration: The system should be able to scan standard networking equipment 

(routers, switches) and servers without requiring client-side agents. 

• Documentation: A comprehensive user manual detailing installation, scan 

initiation, and report interpretation must be provided. 

2.9 Conclusion 

VulneraScan is designed to address the challenges faced by SMEs in network 

vulnerability assessment by providing an accessible, scalable, and secure web-based 

platform. By integrating automated scanning, risk analysis, data management, and 

visualization into a unified system, VulneraScan aims to enhance the security posture of 

SMEs, enabling them to proactively identify and mitigate network vulnerabilities without 

the need for high-level technical expertise. 
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SYSTEM DESIGN 

 

3.1 Introduction 

The design of VulneraScan, a Flask-based web application for network security 

scanning, is centered on creating a user-friendly platform that simplifies the process of 

network vulnerability assessment. By integrating the Nmap scanning engine within a web 

interface, VulneraScan aims to transform complex raw scan outputs into structured, 

interactive, and actionable security insights. This chapter outlines the system's architecture, 

including its layered design approach, sequence and activity diagrams, class and entity-

relationship diagrams, database schema, and data dictionary. 

3 
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3.2 Sequence Diagrams 

Sequence diagrams illustrate the interactions between various components of the 

system over time, providing a clear understanding of the workflow and data flow within 

VulneraScan. 

The interaction flows through four main phases: 

1. User Initiation: The user logs into the interface, enters the target IP, and submits the 

form. 

2. Scan Execution: The Flask backend triggers the Nmap engine via the python-

nmap library. 

3. Data Processing: The backend receives raw data, extracts open ports/services, and 

assigns risk scores. 

4. Visualization: Processed results are stored in the database and rendered on the 

dashboard for the user. 

 

 

  Figure 2: Sequence diagrams 
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3.3 Activity Diagrams 

Activity diagrams depict the dynamic aspects of the system, highlighting the flow 

of control and data during various operations. 

• User Authentication: Ensures only authorized users access the dashboard. 

• Scanning Workflow: Includes input validation to ensure IP addresses are in the 

correct format before initiating Nmap. 

• Report Generation: Shows the flow from retrieving database records to compiling 

them into a downloadable format (PDF/CSV). 

 

 
Figure 3: Activity diagrams 
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3.4 Class Diagram 

The class diagram provides a static view of the system's structure, detailing the 

attributes and methods of each component. 

• User Class: Manages authentication and profiles. 

• Scan Class: Coordinates the target information and timing of scans. 

• Vulnerability Class: The core logic class that parses port data and assigns 

severity. 

• Report Class: Handles the formatting and exportation of data. 

 
 

  

Figure 4: class diagram 
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3.5 Entity Relationship Diagram 

The Entity Relationship Diagram (ERD) illustrates the logical structure of the 

database and the relationships between the core entities of the VulneraScan system. It 

defines how data is connected and ensures data integrity. 

Entities: 

• User: Represents the administrator who manages the system. 

• Scan: Represents a single scanning session performed on a target. 

• Vulnerability: Represents a specific security finding (open port/service) 

detected during a scan. 

• Report: Represents the final document generated from scan results. 

Relationships: 

• User to Scan: One-to-Many (1:N) - One user can initiate multiple scan sessions. 

• Scan to Vulnerability: One-to-Many (1:N) - One scan can identify multiple 

vulnerabilities. 

• Scan to Report: One-to-One (1:1) - Each scan produces exactly one structured 

report. 

3.6 Database Diagram 

The database diagram represents the physical schema implemented in SQLite. It 

defines the tables, their primary keys (PK), foreign keys (FK), and data types. 

1. Users Table: Stores credentials for authentication. 

2. Scans Table: Logs every execution of the Nmap engine, including the target IP and 

timestamps. 

3. Vulnerabilities Table: The most dynamic table, storing every port, service name, 

and its calculated risk level (High, Medium, Low). 

4. Reports Table: Stores metadata about generated PDF/CSV files. 
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Figure 5: Entity Relationship Diagram (ERD) 
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3.7 Data Dictionary 

The data dictionary provides a detailed breakdown of each table's attributes, 

ensuring a clear understanding of the data storage requirements. 

Table 1: Users Table 

Field Name Data Type Key Nullable Description 

user_id Integer PK No 
Unique identifier for each user (Auto-

increment). 

username Varchar(50) - No Unique name used for login. 

password_hash Varchar(255) - No Secured (hashed) password. 

email Varchar(100) - No User's contact email. 

Table 2: Scans Table 

Field 

Name 
Data Type Key Nullable Description 

scan_id Integer PK No Unique identifier for the scan session. 

user_id Integer FK No Links the scan to the user who started it. 

target Varchar(100) - No The target IP address or network range. 

status Varchar(20) - No 
Current state (Completed, Failed, 

Scanning). 

start_time DateTime - No The timestamp when the scan began. 
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Table 3: Vulnerabilities Table 

Field 

Name 
Data Type Key Nullable Description 

vuln_id Integer PK No 
Unique identifier for the vulnerability 

entry. 

scan_id Integer FK No 
Links the vulnerability to a specific scan 

session. 

port Integer - No 
The detected open port number (e.g., 80, 

443). 

service Varchar(50) - Yes The service name (e.g., HTTP, SSH, FTP). 

severity Varchar(10) - No 
Risk level: High (Red), Medium (Orange), 

Low (Green). 

description Text - Yes Detailed info about the vulnerability risk. 

Table 4: Reports Table 

Field Name Data Type Key Nullable Description 

report_id Integer PK No Unique identifier for the report. 

scan_id Integer FK No Links the report to the corresponding scan. 

generated_on DateTime - No Date and time the report was created. 

format Varchar(10) - No File format (e.g., 'PDF' or 'CSV'). 

 

3.8 Conclusion 

We have presented in this chapter the complete system design for 

the VulneraScan application. By establishing a robust architectural framework, we have 

detailed the behavioral aspects through sequence and activity diagrams, as well as the 

structural foundations through class and ER diagrams. The database design and data 

dictionary ensure that all scan data—from raw Nmap logs to processed risk assessments—

is stored efficiently and accurately. This design phase serves as the essential blueprint for 

the implementation stage, ensuring that the final product meets the security needs of SMEs 

with a scalable, modular, and user-centric approach. 
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IMPLEMENTATION AND 

TESTING 
 

4.1 Introduction 

This chapter describes the transition from the theoretical design phase to the 

practical realization of VulneraScan. It details the development environment, the 

technologies employed, and the implementation of core features such as the Nmap 

integration and risk-scoring logic. Furthermore, this chapter covers the testing strategies 

used to verify the system's functionality, accuracy, and security, ensuring that the final 

product meets the requirements of SMEs. 

4.2 Technologies Used 

To build a robust and scalable network scanner, the following technology stack was 

selected: 

• Programming Language: Python 3.x, chosen for its extensive libraries in 

cybersecurity and web development. 

• Web Framework: Flask, used for its lightweight nature and ease of routing. 

• Scanning Engine: Nmap (Network Mapper), the industry-standard tool for 

network discovery. 

• Database: SQLite, a serverless relational database used for efficient local storage of 

scan history. 

• Frontend Frameworks: Bootstrap 5 for responsive UI design and Chart.js for 

dynamic data visualization. 

• Development Tools: Visual Studio Code (IDE). 

 

4 
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4.3 System Interfaces 

The User Interface (UI) of VulneraScan is designed for simplicity and clarity to 

ensure accessibility for users with varying technical backgrounds. Developed using Flask, 

HTML, CSS, and JavaScript, the UI allows users to input target IP addresses or domains, 

initiate scans, and view results. 

The interface consists of the following components: 

1. Scanning Dashboard: A centralized form where users can enter target parameters 

and trigger the Nmap engine. 

 

 Figure 6: Dashboard Interface 
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2. Result: Dynamic tables and charts that display discovered ports, services, and their 

associated risk levels. 

 

 

3. Historical Logs: A management interface to review previous scanning sessions 

stored in the database. 

 

 

Figure 7: Result Visualization 

Figure 8: Historical Logs 
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4.4 System Coding 

The implementation of VulneraScan is categorized into three functional layers: 

• Frontend Layer: Built with HTML, CSS, and JavaScript to provide a dynamic 

experience. JavaScript is specifically used to handle asynchronous scan requests and 

update the UI without page reloads. 

• Backend Layer: The Flask application serves as the bridge, receiving user inputs 

from the UI, executing the python-nmap scripts, and processing the raw output. 

• Logic Layer: A Python-based risk assessment module that analyzes service versions 

and port numbers to categorize them into High, Medium, or Low risk levels. 

4.5 System Testing 

Testing was conducted in a controlled environment to verify the reliability of the UI and 

the accuracy of the scanning engine: 

1. Unit Testing: Testing the UI forms to ensure they correctly capture IP addresses and 

domain names. 

2. Functional Testing: Confirming that the "Initiate Scan" button successfully triggers 

the Nmap engine and returns data to the UI. 

3. Compatibility Testing: Ensuring the HTML/CSS layout is responsive across 

different web browsers (Chrome, Firefox, Edge). 

4. Security Testing: Validating that the input fields are protected against common 

web attacks such as XSS (Cross-Site Scripting). 
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4.6 Deployment Diagram 

The Deployment Diagram illustrates the physical hardware and software 

environment where VulneraScan is hosted and executed. 
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4.7 Conclusion 

In this chapter, we detailed the implementation and testing of 

the VulneraScan system. By utilizing a stack of Flask, HTML, CSS, and JavaScript, we 

successfully developed a UI that simplifies complex network scanning tasks. The testing 

phase ensured that users can effectively input targets and receive accurate, visualized 

security insights. This implementation fulfills the project’s goal of providing an accessible 

and powerful vulnerability assessment tool for SMEs. 
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CONCLUSION & FUTURE WORK 

5.1 Achievements 

The primary goal of this project was to bridge the gap between complex command-

line network security tools and the need for accessible, visual security auditing for Small 

and Medium Enterprises (SMEs). We have successfully achieved the following: 

• Successful Integration: Developed a functional web application using 

the Flask framework that seamlessly interfaces with the Nmap scanning engine. 

• Automation of Risk Assessment: Implemented a logic layer that automatically 

categorizes discovered ports and services into prioritized risk levels (High, Medium, 

and Low), removing the need for manual data interpretation. 

• Enhanced Visualization: Created an interactive dashboard using Chart.js, HTML, 

and CSS that transforms raw technical data into intuitive graphical summaries. 

• Data Persistence: Built a historical logging system using SQLite that allows 

administrators to track network changes over time and maintain an audit trail. 

• User-Centric Design: Delivered a simplified user interface that empowers junior IT 

staff to perform professional-grade network scans with minimal training. 

5.2 Limitations 

While VulneraScan provides a robust foundation for network auditing, certain 

limitations were identified during the development and testing phases: 

• Scan Duration: Extensive scans of large network ranges can be time-consuming due 

to the sequential nature of Nmap probes and hardware resource constraints. 

• Dependency on Nmap: The application's detection capabilities are currently 

limited to what the Nmap engine can identify; it does not yet perform deep 

application-level exploitation. 

5 
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• Local Network Focus: The current version is optimized for local network (LAN) 

environments and may require additional configuration for complex cloud-based 

or remote architectures. 

• Manual Triggering: Scans must be initiated manually by the user, as the current 

system does not support automated scheduling. 

5.3 Future Work 

To further enhance the capabilities of VulneraScan, the following improvements 

are proposed for future development: 

• CVE Database Integration: Integrating the system with the National Vulnerability 

Database (NVD) API to provide real-time information about specific vulnerabilities 

(CVEs) associated with detected service versions. 

• Automated Scheduling: Adding a feature to schedule periodic scans (e.g., daily or 

weekly) and alert administrators via email or SMS if new high-risk ports are 

detected. 

• Multi-User Authentication: Implementing advanced User Access Control (RBAC) 

to allow multiple administrators with different permission levels. 

• AI-Driven Risk Prediction: Utilizing machine learning algorithms to analyze scan 

history and predict potential security trends or anomalies in the network. 

• Network Mapping: Developing a dynamic network topology map that visually 

displays the connections between discovered hosts and their security status. 
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APPENDIX 
Index.html 

<!doctype html> 

<html> 

<head> 

  <meta charset="utf-8" /> 

  <title>VulneraScan</title> 

  <link rel="stylesheet" href="/static/style.css" /> 

</head> 

<body> 

  <div class="card"> 

    <h1>VulneraScan</h1> 

    <p>Enter a target (IP or domain) to scan common ports.</p> 

 

    <form method="POST" action="/scan"> 

      <input name="target" placeholder="e.g., 127.0.0.1 or example.com" 

required /> 

      <button type="submit">Scan</button> 

    </form> 

  </div> 

</body> 

</html> 

 

results.html 

<!doctype html> 

<html> 

<head> 

  <meta charset="utf-8" /> 

  <title>Results - VulneraScan</title> 

  <link rel="stylesheet" href="/static/style.css" /> 

</head> 

<body> 

  <div class="card wide"> 

    <div class="top-bar"> 

      <h1>🛡️ Scan Results</h1> 

      <button class="toggle" type="button" onclick="toggleMode()">🌙 / 

☀️</button> 

    </div> 
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    <p class="target"><b>Target:</b> {{ target }}</p> 

    {% if error %} 

      <div class="error">{{ error }}</div> 

    {% else %} 

    <div class="results-layout"> 

      <!-- TABLE --> 

      <div class="table-box"> 

        <table> 

          <thead> 

            <tr> 

              <th>Port</th> 

              <th>Service</th> 

              <th>Status</th> 

            </tr> 

          </thead> 

          <tbody> 

            {% for r in results %} 

              <tr> 

                <td>{{ r.port }}</td> 

                <td>{{ r.service }}</td> 

                <td class="{{ 'open' if r.status == 'Open' else 'closed' 

}}"> 

                  {{ '🟢 Open' if r.status == 'Open' else '🔴 Closed' }} 

                </td> 

              </tr> 

            {% endfor %} 

          </tbody> 

        </table> 

      </div> 

      <!-- DONUT CHART (NO LIBRARIES) --> 

      <div class="chart-box"> 

        <h3 class="chart-title">Port Scan Summary</h3> 

        {% set total = open_count + closed_count %} 

        {% set open_pct = (open_count / total * 100) if total > 0 else 0 %} 

        {% set closed_pct = (closed_count / total * 100) if total > 0 else 0 

%} 

        <div class="donut-wrap"> 

          <div class="donut" style="--open: {{ '%.1f'|format(open_pct) }};"> 

            <div class="donut-center"> 

              <div class="donut-total">{{ total }}</div> 

              <div class="donut-sub">Total Ports</div> 

            </div> 

          </div> 

        </div> 

        <div class="chart-stats"> 

          <div class="stat open-stat">🟢 Open: <b>{{ open_count }}</b> ({{ 

'%.1f'|format(open_pct) }}%)</div> 
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          <div class="stat closed-stat">🔴 Closed: <b>{{ closed_count 

}}</b> ({{ '%.1f'|format(closed_pct) }}%)</div> 

        </div> 

      </div> 

    </div> 

    {% endif %} 

 

    <div class="actions"> 

      <a class="back" href="/">← Back</a> 

      <button type="button" onclick="window.print()">📄 Export PDF</button> 

    </div> 

  </div> 

  <script> 

    function toggleMode() { 

      document.body.classList.toggle("dark"); 

    } 

  </script> 

</body> 

</html> 

 

app.py 

from flask import Flask, render_template, request 

import socket 

app = Flask(__name__) 

COMMON_PORTS = { 

    21: "FTP", 

    22: "SSH", 

    23: "Telnet", 

    25: "SMTP", 

    53: "DNS", 

    80: "HTTP", 

    110: "POP3", 

    143: "IMAP", 

    443: "HTTPS", 

    3306: "MySQL", 

    3389: "RDP", 

} 

def scan_port(target: str, port: int, timeout: float = 0.5) -> bool: 

    try: 

        with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as s: 

            s.settimeout(timeout) 

            return s.connect_ex((target, port)) == 0 

    except Exception: 

        return False 

@app.route("/", methods=["GET"]) 

def index(): 

    return render_template("index.html") 
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@app.route("/scan", methods=["POST"]) 

def scan(): 

    target = (request.form.get("target") or "").strip() 

    if not target: 

        return render_template("results.html", target="", results=[], 

open_count=0, closed_count=0, error="Please enter a target") 

    results = [] 

    open_count = 0 

    closed_count = 0 

 

    for port, service in COMMON_PORTS.items(): 

        is_open = scan_port(target, port) 

        status = "Open" if is_open else "Closed" 

 

        if is_open: 

            open_count += 1 

        else: 

            closed_count += 1 

 

        results.append({"port": port, "service": service, "status": status}) 

 

    return render_template( 

        "results.html", 

        target=target, 

        results=results, 

        open_count=open_count, 

        closed_count=closed_count, 

        error=None 

    ) 

 

if __name__ == "__main__": 

    app.run(debug=True) 

 


